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Information Security is a subject of increasing importance. 
Loss or leakage of sensitive information is something all orga-
nizations want to avoid. Information Security is about protec-
ting own 
reputation, customer relationships and competitiveness.

An important although often overlooked aspect of infomation 
security is security inside the organization. There are huge 
numbers of information and documents which should only be 
available for 
selected users and groups. Severe consequences may occur if 
internal information are available for all employees

Fileservers are an exposed area with significant security chal-
lenges. This is mainly due to:

- The servers contain large amounts of information
- They are not equipped with advanced security mecha-
nisms or admin-tools
- The servers have been in operation for a long time with 
significant freedom for the users.

The security problems on file servers often occur by accidental 
changes in connection with moving or copying information. A 
small mistake can during a longer period of time result in large 
deviations. It is difficult to protect against human errors in a 
busy working day. As an example, an employee who moves a 

In Asker Municipal 
we have used the 
intelliWorker Security 

Review for Fileservers to 
ensure internal security.
The tool has assisted us 
largely by identifying 
incorrect security settings 
on several and important 
documents. We are very 
grateful for finding these 
errors ourselves, reading 
about it in the press would 
be a much worse 
scenario.

Adress an important and 
exposed security threat

Secure your organizations 
competitiveness and 
reputation

IntelliWorker
Security Review for Fileservers
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Scan all folders/ 
shares

In addition, it is almost impossible to track the changes or monitor these changes. However, 
the consequences can become evident and severe if the affected file domains contain sensi-
tive information. This solution, the IntelliWorker Security Review for Fileservers, contributes to 
find and correct these security threats.

The solution analyses all security settings on the fileservers within the scope defined by an 
administrator. All deviating read accesses compared to the parent folders are reported as 
suspected items.
After the analyse phase, the administrator will be presented with a report containing statistics 
about all instances of deviating read accesses. This will assist the administrator in correcting 
the irregular permissions, and directly correct the deviations. The solution has a straightfor-
ward graphical user interface where it is possible to simultaneously see the details for each 
user, and to perform the required actions. Adjustment must be confirmed by the administrator 
and all changes are logged.

Overview of 
security deviations

Remove spesific 
permissions

Buy
Enterprise

Search

IntelliSearch Enterprise Search
IntelliSearch Enterprise Search is an advanced search solution that includes all rele-
vant systems and information sources within an organization. For more information, 
please contact us on the details below, or download the product sheet from our web 
page


